Although this was created for Northern lllinoistdist it will be good for use thru ought the countBtarting on
page 52 there is some interesting postal histikg the shipping of the Hope diamond.
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USEFUL TELEPHONE NUMBERS & WEB SITES

US POSTAL SERVICE 1-800-275-8777
Postal Inspectors Crime Line 1-800-654-8896
Federal Trade Commission {FTC) Identity Theft Hotline 1-877-438-4338
lllinois Department on Aging 1-800-252-8966
lllinois Securities Department 1-800-628-7937
Hlinois Attorney General's Office..... 1-800-243-5377
lllinois Office of Citizen’s Assistance 1-800-642-3112
Senior Health Insurance Program (SHIP) 1-800-548-9034
Du Page County Senior Citizen Unit 1-800-942-9412
National Consumer Fraud 1-800-876-7060
National Contact Center of the
Federal Consumer Information Center 1-800-688-9889
National Health Information Center 1-800-336-4797
Social Security Fraud 1-800-269-0271
Social Security Administration 1-800-772-1213
Credit Reporting Bureaus: TRW 1-800-916-8800
1-800-685-1111
Experian 1-888-397-3742
Checks or Bank Account Fraud: Telecheck........c.c..veverne.. 1-800-366-2425
National Processing Co 1-800-526-5380

== HANDY WEB SITES <

www.consumer.gov/knowfraud

WWW.Usps.com

Better Business Bureau (BBB) www.bbb.org

Federal Trade Commission (FTC) www.ftc.gov

Nat'l Assoc. Attoneys General www.naag.org
Nat'l Charities Info BUr€aU........ccuncnrieviicnri s e srcsssens e WWW. gIVE. OFG

“ “ “ www.nonprofits.org

e WWW.guidestar.org

114 £ (11

Federal Consumer Information

http://www.pueblo.gsa.gov/press/fcic-contactctr.htm
Nat'l Assoc. Of Securities Dealers (NASDR) www.nasdr.com
North American Securities Administrative
Assoc.(NASAA) www.nasaa.org
US Consumer gateway www.consumer.gov/yourmoney




The following examples show who you should
contact depending on the situation.

LOCAL POSTAL LOCAL
POST OFFICE | INSPECTORS | POLICE
. IMAILBOX THEFT X X

2> ISTOLEN POSTAL
3 IMONEY ORDERS

4 [EBAY PURCHASE,
- |SENT CHECK
- |NON-RECEIPT OF ITEM

- IMAIL TAMPERING

8. [(IDENTITY THEFT

%  |FALSE COA

10. {HOLD MAIL

1. |OUTGOING MAIL THEFT
12). [FOREIGN LOTTERY

13) [SWEEPSTAKES

14 ICHAIN LETTER

15 IDAMAGED MAIL BOX

X 2K XXX XK X X[ X[ X |

One call does it all for any postal concern, just
call 1-800-275-8777 and your information is
reported to your local office who will send it to
our Postal Inspectors if necessary.




'M A SENIOR CITIZEN

I'm the life of the party ... even when it lasts until 8 p.m.
I'm very good at opening childproof caps with a hammer.
I'm fine on a trip for at least an hour without my aspirin, beano, antacid.
I'm the first one to find the bathroom wherever | go.
I'm smiling all the time because I can't hear a word you are saying.
I'm aware that other people’s grandchildren are not as bright as mine.

I'm grouchy, I just don't like traffic, waiting, crowds, children, politicians.

I'm realizing that aging is not for sissies.

I'm anti-everything now:. anti-fat, anti-smoke, anti-noise, anti-inflammatory.
I'm in the initial stage of the Golden years: SS, SD’s, IRA’s, AARP.
I'm wondering ... if you're only as old as you feel, how can [ be alive at 150!
I'm supporting ali movements now ... by eating bran, prunes and raisins.
| am a walking storeroom of facts ... I've just lost the storeroom.

I am a Senior Citizen and ! think | am having the time of my life!!l

Although we all laugh light-heartedly when reading such fines actually written
by seniors, over the years there has been a steady increase in crime against
the elderly. Each year more and more seniors are becoming victims of
unscrupulous individuals through fraud and scams.
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Universal Access. Universal Service.

The same high level of service for every American regardless of geographic location. The Postal Service delivers
everywhere, every day to everyone,

Has annual operating revenue of $68.5 billion

Has 729,000 career employees. '

Pays $2 hillion in salaries and benefits every two weeks.

Delivers 202 billion pieces of mail a year, or five pieces per address per day to over

141 million homes, businesses and Post Office boxes. Each of our 300,000 carriers delivers
about 2,300 pieces of mail a day to about 500 addresses.

Adds 1.8 million new addresses each year.

Redirects 3 billion pieces of First-Class Mail to new addresses for the 17% of the nation's pepulation that
moves every year, generating over 44 million address changes.

Delivers more than 46% of the world's mail volume to more people over a larger geographic area

than any other country.

Serves 7 million customers daily at 37,579 postal retail outlets.

Makes stamps available on the Internet, by mail, by phone, through 32,000 vending machines and 40,000
commercial retail outlets and Automatic Teller Machines (ATMS).

Mail is big business.

‘Three of the Postal Service's six product lines would qualify as Fortune 500 companies:

Correspondence & transactions ) $37 billion business
Business advertising $17.2 billion business
Expedited delivery $5.4 billion business
Publications delivery $2.2 billion business
Standard package delivery $2.2 billion business
Intermational mail $1.5 billion business

-

The Postal Service is at the center of the $900 billion mailing industry — which employs nine million people,

Delivering to every residence and Business address in the nation.
Qur national delivery network gives us access to every American household and business.

= Performance for on-time local delivery of First-Class Mail for 2003 was 95%. Also, 94% of households
surveyed in 2003 had a positive perception of the Postal Service, with more than two out of three rating their
satisfaction as "very good” or "excellent.”"
Operates a transport and delivery fleet of 213,585 vehicles driving approximately 1.18 billion miles a year.
A one-cent fuel increase costs $8 million.
Leases 25,987 facilities at a rental cost of $869.7 million.
Operates 30,000 alternative-fuel vehicles (AFVs), the nation’s largest fleet of AFVs, using ethanol, compressed
natural gas and electricity.
Purchases $200 million worth of products with recycled content, including pallets and trays, stamp products
and mailing envelopes.
Uses latest technology to improve service, increase productivity and reduce costs. .
Leader in developing and using optical character recognition — sorting equipment reads more than 6% of the
hand-written addresses on envelopes.
Upgraded flat-sorting equipment that rapidly deciphers hard-te-read addresses saved $292.5 million.
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HELLO! Mr. or Mrs. Victim — I’'m so glad you are at home to receive this
call, are you sitting down? - Good -
“You’re a winner in our $10,000 Drawing!”

SOUND FAMILIAR?....... According to government estimates, illegal
telemarketing operations bilk Americans of $40 billion annually. More
than half the victims are over age 50. One of the key issues is that
consumers generally do not know where to turn for help with fraud.

Postal Inspectors are working to stem the trend. Swindlers who use the |
telephone, mail, and computer to defraud America’s consumers are getting
their own wake-up call.

The U.S. Postal Inspection Service joined with the Department of Justice,
FBI, FTC, state Attorneys General, and Canadian authorities in a multi-
agency round-up of fraudsters for Operation Roaming Charge. Postal
Inspectors conducted 75 investigations across the country. Postal Inspectors
arrests resulted in 64 convictions, with sentences ranging from 5 months to
12 1/2 years. Nearly one million victims suffered losses exceeding $650
million.

For more information on fraud, and to receive “Dialing for Dollars,” a new,
free DVD on investment fraud from the U.S. Postal Inspection Service, call
toll-free 1-877-987-3728.

‘The United States Postal Service, Northern lllinois District, Consumer Affairs
Department shares in the concern for our seniors being victimized. We will
give you some tools so you can make informed decisions regarding mail and
telemarketing solicitations to avoid being hooked and victimized by deceptive
offers.

If you would like us to come out to your Senior's Club please call (630) 260-
5171 and a Consumer Affairs Representative will be happy to set up a date
for a presentation. We show an informative 15 min. Video and each

Senior receives a FREE packet of information. The entire presentation
lasts 45 min. to 1 hour.




The U. S. Postal Inspection Service is the primary

federal law enforcement agency of the U. S. Postal

Service. For more than two centuries, the role of the

U. S. Postal Inspection Service has been to preserve the

sanctity and integrity of the postal system. As our

country’s oldest federal law enforcement agency, founded

in 1737, the U. S. Postal Inspection Service has primary jurisdiction in all
matters infringing on the integrity of the U.S. Mail. The U. S. Postal
Inspection Service has a long, proud, and successful history of fighting the
criminals who attack our nation's postal system and those who misuse it to
defraud, endanger, or otherwise threaten the American public.

The nation's Chief Postal Inspector joined forces to warn senior citizens, their
families, and their caregivers that older Americans are increasingly becoming
the targets of con artists. "Fraud complaints are on the rise, and more people
aged 60 and over are becoming victims," said Chief Postal Inspector Lee
Heath. Postmaster General John E. Potter, Federal Trade Commission
Chairman Timothy J. Muris, and representatives of the Royal Canadian
Mounted Police joined the Postal Inspection Service in the fight o alert our
seniors of the dangers of mail fraud.

In uncertain financial times, people are looking for a secure place to invest
their retirement money,” noted Chief Postal Inspector Heath. "These
conditions make it easier for con artists to swindle investors, especially senior
citizens, out of their entire life savings.”

For example, Inspectors were alerted to the actions of an elderly North
Carolina woman, retired after 43 years of teaching, who received numerous
telemarketing and mail solicitations. She was enticed into mailing a $94,000
check to a "marketing service" in the Netherlands, which informed her she
had won $55 million and must mail $94,000 in fees to release the funds. She
sent the check by Express Mail.

Postal Inspectors intercepted the Express Mail piece before it left the country
and returned the $94,000 check to the victim. Unfortunately, the woman had
already mailed $168,000--which she could sorely afford to lose--before
Inspectors learned of the situation.




Many seniors find it hard to tell the difference between legitimate
telemarketing calls and scams, but good judgment is the last line of defense

against the con artist. Chief Inspector Heath advises elderly citizens to be
skeptical of any offer that sounds "tco good to be true” and offers these
crime prevention tips:

= Take your time. If you are pressured to make a quick decision to provide
credit card information, or mail a check, hang up. You're not being rude,
you're being wise.

* Never give any information from your drivers license, social security card

or Medicare, passport, checking or savings accounts or any other

documents that can be misused against you.

Don’t buy something just because you'll get a free gift.

Get all information in writing before you agree to buy.

Check the caller's record with the Better Business Bureau.

Don't give your credit card or account numbers to anyone unfamiliar

without checking them out.

* Never send money in response to a foreign lottery. They're illegal.

Every year, illegal telemarketing and mail fraud schemes rob consumers,
often elderly citizens, of their hard-earned life-savings. Ask yourself these

questions before you decide to enter a sweepstakes or mail your money
in response to a telemarketing offer:

¢ Do | have to pay to receive the "prize" or enter a sweepstakes? You
should never have to pay to receive a prize or enter a sweepstakes
contest. If you do, it's illegal.

e Am [ a"guaranteed" winner or told "no risk is involved?" if you're told
© you're a guaranteed prize winner or that there's no risk involved, be
skeptical.

« s the lottery offer from a foreign country? Any lottery that involves a
foreign country and is conducted through the mail is illegal.

* Charity or sweepstakes--or both? "By returning your entry form, you could
be the winner of $20,000 cash!" These are charity sweepstakes.
Legitimate charities don't ask for donations in conjunction with a contest.
The problem is that many phony charities use names that sound or look

like respected organizations.




» Do | have to give any personal or financial information? Don't give your

- financial information--Social Security number, credit card, or bank account
numbers--to callers you don't know. If it's a reputable group, this
information won't be requested.

Am | pressured into responding right away? Don't be pressured into
making an immediate decision. Get all information in writing before you
agree to enter a contest, make a purchase, or give a donation.

The next time you visit your parents, other elderly family
members, or older friends, Postal Inspectors advise you to
watch for these areas of concern:

Look for stacks of unsolicited mail proclaiming the recipient to be "a
guaranteed winner" or offering lottery tickets for sale.

Watch for an unusual number of packages on hand containing
inexpensive costume jewelry, plastic cameras, or wristwatches.

Note if they are receiving unsolicited telephone calls from fast-talking
operators offering "fantastic” opportunities to claim prizes or make sure-
fire investments. If so, you can arrange for an unlisted phone number.
Volunteer to help balance their checkbooks, and ask about any
questionable checks or sudden, large withdrawals. Offer to go over credit
card statements to ensure that only authorized purchases are listed.
Offer to pick up their mail to see if they are receiving unsolicited
sweepstakes or lottery offers. If so, they may be on a variety of "sucker
lists" being circulated by con artists. Have a trusted family friend help
check the mail daily.

Thieves are also filing false Change of Address forms, which reroutes the
mail to a different address. To head off this kind of crime, the Post Office
sends confirmation notices to both old and new addresses. The U.S.
Postal Inspection Service, wants to hear from people whose mail has been
diverted by false change-of-address forms. Contact 215-895-8528,
www.usps.qov/postalinspectors or 206-442-6300.

Talk to them about evaluating offers they receive in the mail or on the
phone from someone they don't know. Suggest that they talk over such
offers with someone before accepting them.
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FOR THE CONSUMER
FTC Consumer Alert
How Not to Get Hooked by a ‘Phishing’ Scam

Internet scammers casting about for people's financial information have a
new way to lure unsuspecting victims: They go “phishing.”

Phishing is a high-tech scam that uses spam or pop-up messages to deceive
you into disclosing your credit card numbers, bank account information,
Social Security number, passwords, or other sensitive information.

According to the Federal Trade Commission (FTC), phishers send an email
or pop-up message that claims to be from a business or organization that you
deal with — for example, your Internet service provider {ISP), bank, online
payment service, or even a government agency. The message usually says
that you need to “update” or “validate” your account information. It might
threaten some dire consequence if you don’t respond. The message directs
you to a Web site that looks just like a legitimate organization's site, but it
isn't. The purpose of the bogus site? To trick you inte divulging your personal
information so the operators can steal your identity and run up bills or commit
crimes in your name.

The FTC, the nation’s consumer protection agency, suggests these tips to
help you avoid getting hooked by a phishing scam;

If you get an email or pop-up message that asks for personal or
financial information, do not reply or click on the link in the message.
Legitimate companies don’t ask for this information via email. If you are
concerned about your account, contact the organization in the email using
a telephone number you know to be genuine, or open a new Internet
browser session and type in the company'’s correct Web address. In any

- case, don'’t cut and paste the link in the message.

Don’t email personal or financial information. Emall is not a secure
method of transmitting personal information. If you initiate a transaction and
want to provide your personal or financial information through an
organization's Web site, look for indicators that the site is secure, like a
lock icon on the browser’s status bar or a URL for a website that begins
“https:” (the "s” stands for “secure”). Unfortunately, no indicator is foolproof;
some phishers have forged security icons.




- Review credit card and bank account statements as soon as you
receive them to determine whether there are any unauthorized charges. If
your statement is late by more than a couple of days, call your credit card
company or bank to confirm your billing address and account balances.

Use anti-virus software and keep it up to date. Some phishing emails
contain software that can harm your computer or track your activities on the
Internet without your knowledge. Anti-virus software and a firewall can
protect you from inadvertently accepting such unwanted files. Anti-virus
software scans incoming communications for troublesome files. Look for
anti-virus software that recognizes current viruses as well as older ones;
that can effectively reverse the damage; and that updates automatically.

A firewall helps make you invisible on the Internet and blocks all
communications from unautherized sources. It's especially important to run
a firewall if you have a broadband connection. Finally, your operating
system (like Windows or Linux) may offer free software “patches” to close
holes in the system that hackers or phishers could exploit.

Be cautious about opening any attachment or downloading any files
from emails you receive, regardless of who sent them.

Report suspicious activity to the FTC. If you get spam that is phishing
for information, forward it to spam@uce.gov. If you believe you've been
scammed, file your complaint at www._fte.gov, and then visit the FTC’s
Identity Theft Web site at www.consumer.gov/idtheft to learn how to
minimize your risk of damage from ID theft. Visit www.ftc.gov/ispam to
learn other ways to avoid email scams and deal with deceptive spam.

The FTC works for the consumer to prevent fraudulent, deceptive and unfair
business practices in the marketplace and to provide information to help
consumers spot, stop, and avoid them. To file a complaint or to get free
information on consumer issues, visit www.ftc.gov or call toll-free, 1-877-
FTC-HELP (1-877-382-4357); TTY: 1-866-653-4261. The FTC enters
Internet, telemarketing, identity theft, and other fraud-related complaints into
Consumer Sentinel, a secure, online database available to hundreds of civil
and criminal law enforcement agencies in the U.S. and abroad.
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HOW IDENTITY THEFT OCCURS

Despite your best efforts to manage the flow of your personal information or to keep it to
yourself, skilled identity thieves may use a variety of methods - low- and hi-tech - to gain
access to your data. ldentity theft involves acquiring key pieces of someone’s identifying
information, such as date of birth, social security number and mother's maiden name, in
order to impersonate them. The Internet has proved to be one of the fastest growing
means of committing identity theft. Once a thief has enough information to impersonate
you, the real damage starts to occur. Here are some of the ways imposters can get your
personal information and take over your identity.

How identity thieves get your personal
information:

They steal wallets and purses containing your
identification and credit and bankcards.

They steal your mail, incoming and outgoing
including your bank and credit card statements,
pre-approved credit offers, telephone calling cards
and tax information.

They complete a "change of address form" to
divert your mait to ancther [ocation.

They rummage through your trash, or the trash of
businesses, for personal data in a practice khown
as "Dumpster diving."

They fraudulently obtain your credit report by
posing as a landlord, employer or someone else
who may have a legitimate need for — and a legal
right to — the information.

They get your business/personnel records at work.

They find personal information in your home.

They use personal information you share on the
Internet. ;

They buy your personal information from "inside”
sources. For exampie, an identity thief may pay a
store employee for information about you that
appears on an application for goods, services or
credit.

How identity thieves use your personal
information:

They call your credit card issuer and,
pretending to be you, ask to change the
mailing address on your credit card account.
The imposter then runs up charges on your
account. Because your bills are being sent to
the new address, it may take some time before
you realize there's a problem. .

They open a new credit card account, using
your name, date of birth and SSN. When they
use the credit card and don't pay the bills, the
delinguent account is reported on your credit
report.

They establish phone or wireless setvice in
your name.

They open a bank account in your name and
write bad checks on that account.

They file for bankruptcy under your name to
avoid paying debts they've incurred under your
name, or to avoid eviction.

They counterfeit checks or debit cards, and
drain your bank account.

They buy cars by taking out auto loans in your
name.




IDENTITY THEFT ... DON’ LET IT HAPPEN TO OU!

What can you do to prevent identity theft?

Never give personal information over the phone, such as your date of birth, mother's
maiden name, credit card number, social security number, or bank PIN code except to
someone you know or an established firm.

Ask your bank for “Secure” checks that can't be altered.

Shred or tear preapproved credit applications, credit card receipts, convenience
checks and other financial information. Dumpster diving ring a bell?

Report all lost or stolen credit cards immediately.

Promptly remove mail from your mailbox after delivery.

Don't carry your social security card and Empty your wallet of extra credit cards and
identification - or better yet, cancel the ones you don't really use and keep a list of the
ones you do.

Save your credit card receipts and match them against your monthly bills. immediately
notify the credit card company of any discrepancy.

Do not disclose information at a web site or on-line service unless you receive a
secured authentication key from your provider.

[F YOU ARE A VICTIM — STEPS YOU NEED TO TAKE

Sometimes an identity thief can strike even if you've been very careful about keeping your
personal information to yourself. Exactly which steps you should take to protect yourself
depends on your circumstances and how your identity has been misused. However, three
basic actions are appropriate in almost every case.

[FI1XY Contact the fraud departments of each of the three major credit bureaus.
* Request that a “fraud alert” be placed in your file, as well as a victim's statement that
all creditors call you before opening or changing any accounts in your name.

TO REPORT FRAUD ALERT ' TO REQUEST YOUR CREDIT REPORT]

EQUIFAX 800-525-6285 EQUIFAX 800-685-1111

EXPERIAN (TRW) 888-397-3742 EXPERIAN (TRW) 888-397-3742

TRANSUNION 800-680-7289 TRANSUNION 800-916-8800

EERRI Contact the creditors for any accounts that have been tampered with or
opened fraudulently.
= Creditors can include credit card companies, phone companies and other utilities, and
banks and other lenders. Be sure fo also notify each creditor in writing because that's
the consumer protection procedure the law requires.

File a report with your local police or the police in the community where the
identity theft took place.
= Get a copy of the police report in case the bank, credit card company or others need
proof of the crime.





























































































































































