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Introduction

My purse was stolen in December 1990. In February 1991,
| started getting notices of bounced checks. About a year
later, | received information that someone using my identity
had defaulted on a number of lease agreements and
bought a car. In 1997, | learned that someone had been
working under my Social Security number for a number of
years. A man had been arrested and used my SSN on his
arrest sheet. There’s a hit in the FBI computers for my SSN
with a different name and gender. | can't get credit because
of this situation. | was denied a mortgage loan, employ-
ment, credit cards, and medical care for my children. I've
even had auto insurance denied, medical insurance and
tuition assistance denied.

From a consumer complaint to the FTC, January 2, 2001

you may write a check at

the grocery store, charge tick-
ets to a ball game, rent a car, mail
your tax returns, call home on
your cell phone, order
new checks or apply
for a credit card.

Chances are

you don’t
give these .
everyday
transac-
tions a sec-
ond thought.
But someone
else may.

The 1990°s
spawned a new
variety of crooks
called identity
thieves. Their stock in trade
is your everyday transac-
tion. Each transaction re-
quires you to share per-
sonal information:
your bank and
credit card ac-
count numbers;
your income;
your Social Se-

In the course of a busy day,

curity number (SSN); or your
name, address and phone num-
bers. An identity thief co-opts
some piece of your personal infor-

mation and appropriates it without
your knowledge to commit fraud
or theft. An all-too-common ex-
ample is when an identity thiefuses
your personal information
to open a credit card ac-
count in your name.
Identity thefti;a
serious crime.
People whose
identities have
been stolen can
spend months or
years —and thou-
sands of dollars —
cleaning up the
mess the
thieves have
made of their
good name and
credit record. In
the meantime,
victims may lose job
opportunities, be
refused loans for
education, housing,
cars, or even be
arrested for crimes
they didn’t commit,
Humiliation, anger
and frustration are



common feelings victims experi-
ence as they navigate the ardu-
ous process of reclaiming their
identity.

Perhaps you’ve received your
first call from a collections agent
demanding payment on a loan
you never took out — for a car
you never bought. Maybe you’ve
already spent a significant
amount of time and money
calling financial institutions,
canceling accounts, struggling to
regain your good name and
credit. Or maybe your wallet’s
been stolen, or you’ve just heard
about identity theft for the first
time on the nightly news, and
you’d like to know more about
protecting yourself from this
devastating crime. This booklet
is for you.

The Federal Trade Commis-
sion (FTC), working with other
government agencies and organi-
zations, has produced this
booklet to help you guard against
and recover from identity theft.
Can you completely prevent
identity theft from occurring?

Probably not, especially if
someone is determined to com-
mit the crime. But you can
minimize your risk by managing
your personal information wisely
and cautiously.

If you’ve been a victim of
identity theft, call the FTC’s
Identity Theft Hotline toll-free at
1-877-IDTHEFT (438-4338).
Counselors will take your com-

plaint and advise you on how to
deal with the credit-related
problems that could result. In
addition, the FTC, in conjunction
with banks, credit grantors and
consumer advocates, has devel-
oped the ID Theft Affidavit to
help victims of ID theft restore
their good names. The ID Theft
Affidavit, a form that can be
used to report information to
many organizations, simplifies
the process of disputing charges
with companies where a new
account was opened in your
name. For a copy of the ID Theft
Affidavit, see page 29 or visit
the ID Theft Website at
www.consumer.gov/idtheft.

The Hotline and Website
give you one place to report the
theft to the federal government
and receive helpful information.
The FTC puts your information
into a secure consumer fraud
database where it can be used to
help other law enforcement
agencies and private entities in
their investigations and victim
assistance.



How Identity Theft Occurs

My wallet was stolen in December 1998. There’s been no end to
the problems I've faced since then. The thieves used my identity to
write checks, use a debit card, open a bank account with a line of
credit, open credit accounts with several stores, obtain cell phones
and run up huge bills, print fraudulent checks on a personal com-
puter bearing my name, and more. I've spent the last two years
trying to repair my credit report (a very frustrating process) and
have suffered the ill effects of having a marred credit history. I've
recently been denied a student loan because of inaccurate

information on my credit report.

From a consumer complaint to the FTC, February 22, 2001

espite your best efforts to
Dmanage the flow of your

personal information or to
keep it to yourself, skilled identity
thieves may use a
variety of methods
—low- and hi-
tech — to gain
access to your
data. Here are
some of the ways
imposters can get
your personal
information and
take over your
identity.

How identity thieves get your
personal information:

@ They steal wallets and purses containing
your identification and credit and bank
cards.

& They steal your mail, including your bank
and credit card statements, pre-approved
credit offers, new checks, and tax informa-
tion.

= They complete a “change of address form"
to divert your mail to another location.

® They rummage through your trash, or the
trash of businesses, for personal data in a
practice known as “dumpster diving."

1 They fraudulently obtain your credit report
by posing as a landlord, employer
or someone else who may have a legitimate
need for, and legal right to, the information.

& They find personal information in your
home.

w They use personal information you share on
the Internet.

m They scam you, often through email, by
posing as legitimate companies or govern-
ment agencies you do business with.

& They get your information from the work-
place in a practice known as “business
record theft” by: stealing files out of offices
where you're a customer, employee, patient
or student; bribing an employee who has
access to your files; or “hacking” into elec-
tronic files.



How identity thieves use your
personal information:

# They call your credit card issuer and,
pretending to be you, ask to change the
mailing address on your credit card
account. The imposter then runs up
charges on your account. Because your
bills are being sent o the new address, it
may take some time before you realize
there’s a problem.

u They open a new credit card account,
using your name, date of birth and SSN.
When they use the credit card and don't
pay the bills, the delinquent account is
reported on your credit report.

& They establish phone or wireless service in
your name.

& They open a bank account in your name
and write bad checks on that account.
 They file for bankruptcy under your name
to avoid paying debts they’ve incurred
under your name, or to avoid eviction.

& They counterfeit checks or debit cards,
and drain your bank account.

& They buy cars by taking out auto loans in
your name. -

® They give your name to the police during
an arrest. If they're released from police
custody, but don’t show up for their court
date, an arrest warrant is issued in your
name.




Minimize Your Risk

I'm tired of the hours |'ve spent on the phone and all the
faxing I've had to do. When will it be over?

From a consumer complaint to the FTC, March 13, 2001

Tomorrow is Sunday so we won't get any notices, but I'm
not looking forward to Monday's mail.

From a consumer complaint to the FTC, November 13, 2001

hile you probably
can’t prevent identity
theft entirely, you can

minimize your risk. By managing
your personal information wisely,
cautiously and with an awareness
of the issue, you can help guard
against identity theft.

What You Can Do Today

* Order a copy of your credit
report from each of the three
major credit bureaus. Your
credit report contains information
on where you work and live, the
credit accounts that have been
opened in your name, how you
pay your bills and whether
you’ve been sued, arrested or
filed for bankruptcy. Make sure
it’s accurate and includes only
those activities you’ve autho-
rized. By law, credit bureaus can
charge you no more than $9 for a
copy of your credit report. See
“Credit Reports” on page 15 for
details about removing fraudu-
lent and inaccurate information
from your credit report.

* Place passwords on your
credit card, bank and phone
accounts. Avoid using easily
available information like your
mother’s maiden name, your
birth date, the last four digits of
your SSN or your phone number,

CREDIT BUREAUS

Equifax - www.equifax.com

To order your report, call: 800-685-1111
To report fraud, call: 800-525-6285/

TDD 800-255-0056 and write:

PO. Box 740241, Atlanta, GA 30374-0241

Experian - www.experian.com

To order your report, call: 888-EXPERIAN (397-3742)
To report fraud, call: 888-EXPERIAN (397-3742)/
TDD 800-972-0322 and write:

PO. Box 9532, Allen TX 75013

TransUnion - www.transunion.com

To order your report, call: 800-888-4213

To report fraud, call: 800-680-7289/

TDD 877-553-7803; fax: 714-447-6034: email:
fvad@transunion.com or write: Fraud Victim Assistance
Department, PO. Box 6790, Fullerton, CA 92834-6790

or a series of consecutive num-
bers. When opening new ac-
counts, you may find that many
businesses still have a line on
their applications for your
mother’s maiden name. Use a
password instead.

* Secure personal information
in your home, especially if you
have roommates, employ outside
help or are having service work
done in your home.

* Ask about information secu-
rity procedures in your work-
place. Find out who has access to
your personal information and
verify that records are kept in a
secure location. Ask about the
disposal procedures for those
records as well.

Maintaining Vigilance

* Order a copy of your credit
report from each of the three
major credit bureaus once a year.




By checking your report on a
regular basis you can catch
mistakes and fraud before they
wreak havoc on your personal
finances. Don’t underestimate the
importance of this step. One of the
most common ways that consum-
ers find out that they’re victims of
identity theft is when they try to
make a major purchase, like a
house or a car. The deal can be
lost or delayed while the credit
report mess is straightened out.
Knowing what’s in your credit
report allows you to fix problems
before they jeopardize a major
financial transaction.

* Don’t give out personal informa-
tion on the phone, through the
mail or over the Internet unless
you’ve initiated the contact or are
sure you know who you’re
dealing with. Identity thieves may
pose as representatives of banks,
Internet service providers (ISPs)
and even government agencies to
get you to reveal your SSN,
mother’s maiden name, account
numbers and other identifying
information. Before you share any
personal information, confirm that
you are dealing with a legitimate
organization. You can check the

. organization’s website as many
companies post scam alerts when
their name is used improperly, or
you can call customer service
using the number listed on your
account statement or in the tele-
phone book.

+ Guard your mail and trash from
theft.

Deposit outgoing mail in post
office collection boxes or at your
local post office, rather than in an
unsecured mailbox. Promptly

6

A SPECIAL WORD ABOUT
SOCIAL SECURITY NUMBERS

Your employer and financial institution will likely:
need your SSN for wage and tax reporting purposes.
Other businesses may ask you for your SSN to do a
credit check, like when you apply for a loan, rent an
apartment, or sign up for utilities. Sometimes, how-
ever, they simply want your SSN for general record
keeping. You don't have to give a business your SSN
Jjust because they ask for it. If someone asks for your
SSN, ask the following questions:

8 Why do you need my SSN?

= How will my SSN be used?

= What law requires me to give you my SSN?
m What will happen if | don’t give you my SSN?

Sometimes a business may not provide you with the
service or benefit you're seeking if you don't provide

your SSN. Getting answers to these questions will
help you decide whether you want to share your SSN
with the business. Remember - the decision is yours.

remove mail from your mailbox.
If you’re planning to be away
from home and can’t pick up
your mail, call the U.S. Postal
Service at 1-800-275-8777 to
request a vacation hold. The
Postal Service will hold your
mail at your local post office
until you can pick it up or are
home to receive it.

To thwart an identity thief who
may pick through your trash or
recycling bins to capture your
personal information, tear or
shred your charge receipts,
copies of credit applications,
insurance forms, physician
statements, checks and bank
statements, expired charge cards
that you’re discarding, and
credit offers you get in the mail.

« Before revealing any personally
identifying information (for
example, on an application), find
out how it will be used and
secured, and whether it will be
shared with others. Ask if you
have a choice about the use of
your information. Can you choose
to have it kept confidential?

* Don’t carry your SSN card;
leave it in a secure place.

+» Give your SSN only when
absolutely necessary. Ask to use
other types of identifiers when
possible. If your state uses your
SSN as your driver’s license
number, ask to substitute another
number.

« Carry only the identification
information and the number of




















































































